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Abstract: With the deepening of informatization of water treatment systems integrated industrial internet technology
are facing increasingly severe challenges of abnormal behavior intrusion. Aiming at such problems as single threshold detec-
tion, low detection accuracy, high false alarm rate and so on in traditional anomaly detection methods, a progressive anoma-
ly detection method for water treatment systems that integrates autoencoders and isolation forests is proposed. Firstly, by
downsampling to filter duplicate data, the training and testing efficiency of the progressive anomaly detection model is ac-
celerated; Secondly, the hidden layer neurons of the autoencoder are constructed to capture the key features of the data, opti-
mize the weight and bias of the autoencoder, and set the reconstruction error threshold as the difference measurement be-
tween input and reconstruction for basic detection; Finally, construct an isolation tree with the average path length as the
anomaly measurement threshold to form an isolation forest, and further traverse the isolation tree to complete advanced de-
tection based on the anomaly data discovered by basic detection; Improving detection performance based on two-stage pro-
gressive anomaly detection. The experimental results show that the accuracy and F, score of the proposed method in the se-
cure water treatment dataset exceeds 95%, compared with the traditional method, the accuracy is improved by 31.86 percent-
age points on average, especially, the false positive rate of anomaly detection is significantly reduced to 0.30%. The preci-
sion rate, recall rate and other indicators obtained by the generalization analysis of the water distribution dataset are all over
94%. The training and testing time of the model has outstanding advantages in terms of comprehensive performance com-

pared to comparative methods.
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3.2.1 ZLIGIRES

AR S BEE I A S0 55 Y FE A R 48 Windows 10 . 4b
J 28 Intel (R) Core (TM) i7-10700 CPU @ 2.90 GHz.
RAM 7 16.0 GB Y FREE ™ AT, SR A S5 SE R T
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. TP
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FPR= 50 (11)
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Hirp TP R IE W REAR B E #4328 0 IE W REA B0
FP RN IEH FEARP R0 2 0 e R A I B ; TN 3R
TN SRR 73 2N S A BB FN ROR
B REAGER S IE WA B
3.3 RS
3.3.1 B4Rl
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PRt — ARG B AN, B2 5 T REAS () 40 2, R R
W] AR, ORA SO AZ 0 DTk

R6 B—FEEMEIRTLL A2 %
e MIZTES &S ESLES F,
LOF 33.11 75.60 2.96 39.11
0CSVM 78.72 21.01 23.27 86.73
Single-IF 95.02 5.23 1.83 97.24
Single-AE 46.25 0 81.74 56.00
AE-IF 95.13 5.22 0.30 97.31

3.4.2 BAAMKKENERIXTEL

T BSUEAR SO R R A A S SRR DGR A T
SRR IR IR A TRE B R 3 RIS K (R S G ) 2
X EE . T Eb ) il A AR TR A i < D 5 AR MR S 1Y)



3832 H, T

X 5 AR ARG AR DIF'S) LT [ g 28315 I A i
AP STAE-AD 7 1 EPCA-HG-CNN" #5141 )
K SDA-1D_CNN-GRU"'BRL . i He b S an &l 13 fis .

F P 13 W0, 5 il I 2 A A R AR LE , AR-TF /Y
W 1 % i = 35 810 99.98% , A4 T DIF #1 STAE-AD 433l
P 6.48 1 A A 3.98 N 43k, X UL AL A A S
T 250 A o 25 PR 1 st 1 QS A Oy vk S R T
HATIERE , AE-IF 78 7835 > 1E W B AR5 B A ]
i A A 25 ) S H B8 . SDA-1D_CNN-GRU f#i /] SDA
AT BRI R 2 AR AE S 3, P340 ] ID_CNN-GRU #E77
SE K, {H SDA-1D_CNN-GRU 1 3 W54 1K T AE-
IF, 3228 i R FE T RRAE $2 G 2 H A 55 1 SRR AE 1T R
FEEE R, BBHE Gl R Rk T S B
PERHE R A5 2T AE-TF i F AR R AR SEAT I 527 2]
8 TR EIE R . AE-TF 598 IR F R T
EPCA-HG-CNN, Ji PR J2 8 [ 45 A n] U0 85 19 15 8 1
FAE(E B AERRAE A T AE-TF X 5 % FEAAG T 4745
FKACR B AE-IF BAE 1 R A T EPCA-HG-CNN 27+
227N H

| EGES EEEES FIA
100 | 4 100
o . [ |
90 | I 190
BN BN
= sor 180
70+ 470

nh

<
o

\\3 \YJ P\
A% o N S NS

QO
2 p o
. :

o

13 AIAE R

3.4.3 HEESITHEXTEE

155 Y 32 47 B [B] X Ll S 56 3 FE B AE R 48 Win-
dows10, &b P 2% 24 Intel (R) Core (TM) i7-10700 CPU@
2.90 GHz,RAM 241 16.0 GB {355 HR el . il i SC5ic 5%
T LOF . 0CSVM ., Singer-IF . Singer-AE P\ J2 AE-IF (i)l 45
P ) SR 1], 25 S a0 ] 14 B . (EAS8 A2, 13X
Y s T 5 B 340 2 A o) 50l A S 1) 1 2 5 D4 B[]
T, AR SR —EE R A B SE G A5 5, (H AT DUAR 4R S 56 %L
P AB A BSR4 - ) R A s ]

FH & 14 AT, AE-IF 05T OCSVM,, I 25 B[] ATk
R[] 35 47 e T % [ B A 000 B[] 55 LOF AH Ee A7
B /0, JEL IR 2 OCSVM I LOF 75 43 591l 3 i 5 i o
5 0 V) e = I - o= I o=@ oL R 1 B 1 O = D
PN OB 1 0 A ANE D O 5 0 = - o - b S W

S 1z 2024 4F
250
WIZRE 8]
- R
150
E
=
100 -
50
0
)4 N B\3 \J B\3
W o o 9‘\\2}2} N

& 14 BERIYI L S54RI I [ X Lo

TEEH N Bl 50 4 2 ¥ 38 i3 n . AE-TF A8 LG T 5 — 43
DN A 7Y %) 52 2% B AT Jor b, B LRI 2B ) 224K T
Singer-IF Fl Singer-AE. B K6 I s} (8] A6 %58 T Singer-1F ys)
T B, DR R 3 2k [ G B 178 56 At P A I A 7 e S
RS A B B g AR b AT A I, S v
R[] T R . 45636 6 B 13 AT AR SCHE S Y AR-TF
o R T ELA
3.4.4 ZUHES

J TR AE-TF f3Z Ak P fE L SR WADT B4l 48 0t
17 AE-IF 3Z 1k fig 71 ¥ % . 7€ B DIF, UAE™ | MAD-
GAN""  Single-IF | Single-AE ¥ £7%F Ho . Hop | AE-IF,
Single-1F  Single-AE 57X+ WA DI 42 61711l 25 A
. X e EE AN 15 Fis .

AE-IF

Single-IF

DIF B
Cdam=

i

MAD-GAN

UAE

Single-AE

0 20 40 60 80 100
43 Ee%

K15 BERGZ AL brx) L

A& 15 AL, 7E WADLEUE A T, AE-IF FRG % |
AR K FAE Y R Fe LA, 590 99.86% . 94.23% |
96.96%. A It T Single-IF 7EAG 1% F 42 T+ 0.26 4~ 43
MM T Single-AE 7F F (H _E 4 F36.55 1> H 4355, Ui
H 35 1 R B B3 3 s G T Y AT [R] AR ] A k2 )
WADIEHRAEAS B . DIF Al USE 19 3 45 bR 44 L AE-TF
22, FEF R & DIF %A 2% 58 BB [ R 8 A 2
P, 1M USE Z 06 T = 4 5048 19 557 . MAD-GAN fi H



£

WA 0 2R BT ) 0 e T 8 ARPR ) 7K Ak B AR s i X A g v 3833

GAN YIZR I A 25 0 28 R4 T S5 A ) 5 ] of %5
FEAAR T R AR AR 1 2 (A IV EAC L, AR-TF 5 HAH
oA [T R A R 4 R T 19.31 4N 43 s f 46,114
E o VA S5 SRR B BB B s i = 5 A O i AE-
IF 75 WADIEHEE N ARIRA R, B AE-TF iZ AL 34T

4 #ig

kTR TE A D4 Y DA R Tl R R S — AR
5 BB AR SIS BT K Ak B R G T I H 2508
BRI, AT R S A B T B g
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